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Building on 

          he security industry in hostile environments is
          changing. Man-with-gun might not carry 
a gun any more, and unless he can carry a risk 
assessment brief he could find himself man-without-
portfolio. Security people, even in war zones such 
as Libya in 2011 and Syria 2013, are very unlikely 
to be armed. ISO 31000 is filling the space being 
vacated by AK47. This means different skill sets, 
and different training to go with them. But the raw 
need for people who can handle themselves in such 
places remains as strong as ever, so the demand for 
ex-military people remains high. 

For more than a year, Afghanistan has been at 
the forefront of this change. In February and March 
2012, it saw a major shift among security companies 
as a result of the Afghan government’s policy that 
armed security in the country should transition from 
foreigners to Afghans only. The Afghan First policy is 
the result of two years of joint work by the Afghan 
and US governments. It is expressed in a Presidential 
decree as follows: “Afghanistan is committed to the 

rule of law and its sovereignty over the regulation 
of private security companies to effect a transition 
to an ‘Afghan First’ security service.” It is also 
stipulated that the policy must “build the capacity of 
the Afghan Public Protection Force (APPF), resulting 
in Afghan personnel trained in security techniques 
including first aid, mobile and static security, medical 
assistance, and safe weapon handling”.

A key element in the policy was the creation of 
the Risk Management Company (RMC) to replace 
the traditional Private Security Company (PSC). 
The strategy was designed to implement the 
change in phases: initially, PSCs serving commercial 
and NGO clients made the transition, with those 
serving government or diplomatic clients given a 
longer lease. A new licensing procedure was also 
introduced, with license fees and a substantial bank 
bond to ensure compliance; although foreign firms 
paid more than Afghan ones, all needed to apply for 
a license based on the same primary criteria.  

The essential difference between a PSC and an 
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RMC is that the PSC directly provided a turnkey 
security service, from armed protection officers and 
personal security details (PSD) to control rooms and 
armed guards. The RMC cannot provide armed 
protection for others, although officers can be 
armed for their own personal protection. The 
commercial protection service is provided by a 
subsidiary of the Ministry of the Interior, the APPF. 
This body was formed initially from the security 
officers and guards previously working for the PSCs, 
which provided some essential continuity during the 
transition and helped the new RMCs deliver their 
primary task: that of providing risk management 
services to their clients. 

Risk management has many definitions according 
to whether one is looking at policy, strategy, 
process, framework or direct implementation. The 
ISO 31000 family of risk management standards 
defines the process as the “systematic application 
of management policies, procedures and practices 
to the activities of communicating, consulting, 

shifting 
establishing the context, and identifying, analysing, 
evaluating, treating, monitoring and reviewing risk”. 
For the purposes of this article, we will focus on the 
twin functions of risk assessment and the assurance 
of risk mitigation. 

In Afghanistan, an RMC advises – with emphasis 
on the word “advises” – on the security of sites, 
buildings, persons and logistics, the transportation 
of goods and equipment, and contract management 
of security service operations on the basis of 
professional norms derived from industry best 
practices. RMCs do not provide security services but 
provide training and security advisory services to, and 
contracts for such services with, the APPF on behalf 
of organisations requiring security services.

With those missions in mind, an RMC provides 
“consultants” or “advisers” who must meet a 
number of requirements. They must be experienced 
in security and risk assessment for companies 
working in an environment with personnel and 
property security concerns; experienced in military, 
police, protective or other law enforcement services, 
with additional experience in a conflict zone; able 
to advise and train staff to achieve self sufficiency 
in security assessment operations; culturally 
knowledgeable about Afghanistan and familiar with 
the security environment; and authorised to carry 
and use small arms for self defence.

The risk management services an RMC is 
licensed to provide are specified as advisory, 
contracting and training services pertaining to the 
security of individuals and private, governmental 
and non-governmental organisations. They 
include threat and risk assessment; auditing 
of security operations; emergency response 
and evacuation planning procedures; project 
management; site security assessment and 
development of staffing requirements; security 
plan development; security contract assessment; 
contracting for security operations services with 
the APPF; development of standard operating 
procedures; contingency planning; and personal 
protection planning and management.

The result is that RMCs need a new kind of 
consultant, whose primary function is to be the 
interface between the client on the one hand, 
and locally provided and armed static and mobile 
security on the other. They must also be able to 
manage the security contracts that must exist 
between the APPF and the client, train and quality 
assure the local APPF contingent, and provide 
security assurance to the clients.

This role is a significant step up for many security 
firms and individual consultants, whose traditional 
work has been armed close protection, and whose 
analytical, presentational, report writing, training 
and management skills have been less essential than 
their battle situational awareness and ability with 
weapons. But this is a step up, not a step sideways; 
an increase, not an alternative. The consultant needs 
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to be as proficient and experienced in front-line 
hostile environment skills as his predecessor, but he 
now also needs to add substantially to his portfolio.

There is plenty of evidence that other PSCs will 
follow the lead taken in Afghanistan. We have 
already seen this starting to happen in hostile 
environments in a number of countries, where 
governments reject the idea of armed foreign 
security forces operating unregulated in their 
territories. In Libya, the post-Gaddafi government 
quickly banned armoured vehicles, as they were 
seen as a step towards security companies “taking 
over” the streets. In Algeria and Pakistan, only 
local national security companies are authorised to 
operate. In Nigeria, armed police take the lead, with 
PSC staff providing the co-ordination and quality 
assurance. In Iraq, since the Americans left at the 
end of 2011, there has been relentless pressure 
on PSCs to adhere to ever stricter controls over 
weapons, visas and access into privileged places.

In countries where government has broken 
down, all or in part – in Libya in 2011, for example, 
and in Syria in 2012 and 2013 – the demand on 
security companies has fallen into three categories: 
evacuation or relocation of business staff away 
from war zones; accompanying the media into 
war and other action zones; and preparation for 
“normality”. In neither of the first two has there 
been a requirement, or indeed a possibility, for 
armed security provided by expatriate consultants. 
Weapons have been the province of local militia or 
government forces, friendly or otherwise. Carrying a 
weapon in these circumstances usually transgresses 
the rules laid down by one of the hostile sides or 
both, and can lead to serious misinterpretation of 
intent resulting in arrest or worse. The skills of the 
embedded security individuals and teams have been 
in risk assessment, preparation, planning, situational 
awareness, the rapid selection of routes and shelter, 
and generally managing the security of the client 
rather than actively imposing it. 

In the third category, preparation for normality has 
meant carrying out risk assessments and designing 
plans on the ground in circumstances that often 
remain to some degree hostile. As NGOs, energy 
companies and other businesses prepare to resume 
their work or enter a country for the first time, security 
teams assess buildings, accommodation and routes, 
set up appropriate protection regimes under volatile 
conditions, work out evacuation or relocation routes 
and methods, and create an environment in which 
their clients can fulfill their missions securely, or at least 
acceptably so. An integral part of this is the assessment 
of local national support in the form of security and 
other service provision, and making the connections 
and friends that will allow business to continue safely. 
A key skill is the ability to select security profiles that 
best match the risk; deciding and then persuading a 
client to adopt a high, medium or low-profile security 
regime based on careful risk assessment can often be a 
complex and intricate challenge. 

Progress: the 
APPF inaugural 
handover ceremony 
at Pilgrims Group’s 
client compound in 
Afghanistan

The training that security companies provide for 
their consultants and staff needs to reflect these 
new requirements. Working in politically unstable 
and often dangerous parts of the world means, and 
always has meant, thorough and realistic hostile 
environment training for security people and clients 
alike. But the additional training required for the 
risk assessment tasks is needed just as much. If it 
can be done at the security company’s own facilities, 
so much the better; but remote training and even 
on-site training can also be effective. One method 
is to set up training modules that can be completed 
online and supported by live visits of trainers into 
country. Checklists and templates are important 
tools, provided they are kept uncomplicated and not 
adhered to slavishly.  

In the new domain of risk management, training 
in cultural awareness and human rights is essential. 
In this arena, the security industry in particular 
needs to watch its collective step. Too many security 
contractors have found to their cost that operating 
standards in hostile places, such as Iraq and 
Afghanistan, need to be just as high as in the UK or 
the US. 

The 2010 International Code of Conduct for 
Private Security Providers (ICoC) should find its 
way into a PSC’s policy and training regime and be 
communicated to staff, consultants and suppliers. 
By complying, a company affirms its respect for the 
human rights of all those affected by its business 
activities and its humanitarian responsibilities 
towards them. At the same time, it acknowledges 
the desire of local people to take responsibility for 
their own security, while importing high-quality risk 
management skills.

The future belongs to foreign security companies 
that recognise these trends and are able to embed 
themselves into their clients’ operations, assessing 
and managing their risks and allowing national 
staff and companies to develop and prosper while 
benefiting from international experience, expertise 
and global contacts.
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